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Abstract— We describe Infopipes, a distributed 

computational and communications abstraction for information 
flow applications and I/O intensive distributed real-time 
embedded (DRE) systems. Infopipes are specified by the syntax, 
semantics, and quality of service requirements for information 
flows.  Software tools generate executable code from the 
specification. We explain a DRE scenario and then provide a 
microbenchmark comparison of generated Infopipe code to 
standard, hand-written TCP code. Measurements show that 
Infopipe-generated code has the same execution overhead as the 
manually written original version.  
 

Index Terms—Software quality, Software tools, System 
software. 
 

I. INTRODUCTION 

ne of the fundamental functions of operating systems 
(OS) is to provide a higher level of programming 

abstraction on top of hardware to application programmers.  
More generally, an important aspect of OS research is to 
create and provide increasingly higher levels of programming 
abstraction on top of existing abstractions.  Remote Procedure 
Call (RPC) [1] is a successful example of such abstraction 
creation on top of messages, particularly for programmers of 
distributed client/server applications. 

RPC, despite its success, has proven to be less than perfect 
for some applications. The primary reason for this is that it 
abstracts away too much information which the application 
often needs to run "correctly." This often results in the 
application developers re-writing code to discover the 
properties hidden by the RPC call. For instance, a streaming 
media application has distinct timing requirements, but an 
RPC call, by itself, contains no information about timing. 
Consequently, the writer of a streaming media application 
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must add timers to his or her code to recover the "lost" timing 
information. 

The Infopipe concept, [2], [3], [4], [5], is a high-level 
abstraction to support information-flow applications. 
Example applications include data streaming and filtering 
[4], building sensor networks, e-commerce transactions and 
multimedia streaming [5].  

Infopipes are being developed with the support of the 
DARPA PCES (Program Composition for Embedded 
Systems) project. With that project, our experiences have 
shown that Infopipes can reduce the effort and code required 
to develop connections between the embedded imaging 
system of the UAV and the receiver of the image stream. 
Furthermore, Infopipes can employ various data management 
techniques to maximize communication quality. 

The focus of our work has been the implementation of a 
software tool – the Infopipe Stub Generator (ISG), descriptive 
formats for Infopipes – the Infopipe Specification Language 
(ISL), and a suite of Infopipe implementations. From a top-
down perspective, our software tools consist of a series of 
translators that successively creates appropriate abstract 
machine code at lower levels by refining the specification and 
code from the previous higher level abstraction.  The 
descriptive formats we created are intended to capture the 
geometry of information-flow applications and describe 
certain semantics pertaining to them. Finally, comparing our 
implementation of generated Infopipe code to hand written 
versions for two representative applications, we observe 
minimal added overhead. 

The rest of the paper is organized as follows.  Section II 
summarizes the Infopipe abstraction and our implementation.  
Section III describes the experimental evaluation results.  
Section IV summarizes related work, Section V describes our 
current research, and Section VI concludes the paper. 

II.  INFOPIPES 

A. Motivation 

Remote procedure call (RPC) is a well-established 
mechanism for constructing distributed systems and 
applications, and a considerable amount of distributed 
systems research has centered on it. The widespread use and 
acceptance of RPC has led to the development of higher-level 
architectural models for distributed system construction. For 
example, it is a cornerstone for models such as client/server 
(including Internet protocols like HTTP), DCOM, and 
CORBA. The client/server model is widely considered to be a 
good choice for building practical distributed applications, 
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particularly those using computation or backend database 
services.  

On the other hand, while these models have proven 
successful in the construction of many distributed systems, 
RPC and message passing libraries offer limited support for 
information-driven applications because their natural 
operation does not reflect RPC's request-response style.  One 
example is bulk data transfers in which large numbers of 
requests and responses may be generated to cope with 
network reliability [6].  Another example is when information 
flows have quality of service (QoS) requirements, then certain 
elements of distribution transparency − an oft-cited advantage 
of RPC − can cause more problems than they solve. Various 
solutions to these shortcomings have been proposed. For 
example, the A/V Streams specification was appended to 
CORBA to addresses the deficiency of RPC in handling 
multimedia flows. 

Several emerging classes of distributed applications are 
inherently information-driven. Instead of occasionally 
dispatching remote computations or using remote services, 
such information-driven systems tend to transfer and process 
streams of information continuously (e.g., Continual Queries 
[7], [8]).  Applications such as electronic commerce combine 
heavy-duty information processing (e.g., the discovery and 
shopping phase involves querying a large amount of data 
from a variety of data sources [9]) with occasional remote 
computation (e.g., buying and updating credit card accounts 
as well as inventory databases).  Even static web pages can 
conceal an information-driven flow of information since a 
single request for a page frequently generates both multiple 
requests to sites' backend software and also more HTTP 
requests by the client as it renders a web page. 

We have proposed that an appropriate programming 
paradigm for information-driven applications should embrace 
information flow as a core abstraction. Unsurprisingly, there 
are already concrete examples of existing information flow 
software. For example, in UNIX combining filters yields a 
pipeline which is a precursor of the Infopipe programming 
style. This abstraction aims to offer the following advantages 
over RPC:  first, data parallelism among flows should be 
naturally supported; second, the specification and 
preservation of QoS properties should be included; and third, 
the implementation should scale with the application. We 
emphasize this new abstraction is intended to complement 
RPC — not to replace it. In true client/server applications, 
RPC is still the natural solution  

Like RPC, Infopipes raise the level of abstraction for 
distributed systems programming and offer certain kinds of 
distribution transparency. Conceptually, an Infopipe is a 
mapping that transforms information units from its input 
domain to the output range between its consumer and 
producer ends. Furthermore, Infopipes go beyond the 
datatypes of RPC and specify the syntax, semantics, and 
quality of service (QoS) properties which are collected into a 
structure called a typespec. Toolkits are then needed to aid 
developers in managing and constructing Infopipes, 
managing their associated typespecs, and incorporating the 

Infopipes into target applications which are increasing in 
complexity and heterogeneity. 

B. Distributed Real-time Embedded Systems 

. Traditional embedded systems carry the connotation of 
being closed and self-sufficient. New sensor technology 
combined with high bandwidth wireless networking brings 
new applications that change the closed nature of embedded 
systems.  These new embedded systems are termed distributed 
real-time embedded (DRE) systems and differ from 
traditional closed embedded systems in two important ways: 
first, these systems are I/O-intensive, e.g., sensors that 
primarily generate and pass on information streams.  Second, 
they cooperate with the rest of a networked system, instead of 
being isolated and self-sufficient. 

Traditional embedded systems have clearly defined 
functionality and limited (or no) interactions with the 
environment.  Although they are less extensible than general-
purpose computers, due to their simplicity embedded systems 
exhibit good systemic properties such as predictable 
performance, scalability with respect to well-defined 
workloads, and security. Guaranteeing these systemic 
properties is the very reason for the existence of embedded 
systems, since that is their main advantage when compared to 
general purpose computers. 

Infopipes are designed to manage the new part of DRE 
systems: I/O-intensive information flow and cooperation with 
the rest of the networked world. Infopipes use an explicit 
definition of information flow syntax, semantics, and 
systemic properties to generate the appropriate software on 
behalf of application designers and implementers. 

Examples of DRE systems include MEMS-based sensor 
networks and PDA-based real-time decision support systems.  
These I/O-intensive systems can either generate or consume a 
significant amount of information.  Typically, the information 
is generated by sensors and processed by the DRE system into 
a digested form.  DRE systems also frequently require 
cooperation and communication with other systems through a 
network. The quantity and variety of I/O and interactions 
make DRE systems an integral part of a larger distributed 
system such as the Internet.  

C. Lessons from RPC 

Even though RPC may not be a suitable abstraction for 
many applications, it has still contributed important tools for 
building distributed applications. Two of the most important 
are the Interface Description Language (IDL) and the RPC 
stub generator. 

The IDL provides an easy way to specify the connection 
between two computation processes – the client and the 
server. It abstracts the connection and data typing and frees 
the programmer from the necessity of uncovering 
architecture-specific and even language-specific 
characteristics such as byte ordering or floating point 
representation. Given an IDL description, an RPC stub 
generator then implements the implicit functionality. Using it 
enhances program correctness and shortens development 
cycles, not just because it obviates the need for a developer to 
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write large amounts of code, but because the code it generates 
has already been tested and is far more likely to be "correct."  
Therefore, it greatly reduces both syntactic and logical errors 
appearing in communication code which in turn results in a 
great time reduction for application development. 

Communication between processing stages in information 
flow applications inherently requires a large amount of 
communication code. Potentially, the code for each 
communication link must be tailored to the specific type of 
data exchanged. This code can consume a large amount of 
initial development time and debugging. Later changes are 
potentially difficult, as even a simple datatype change may 
require changes in several program modules.  Aside from 
data marshalling and unmarshalling problems, developers 
must also contend with finding services, and then creating 
and maintaining links to them. For an Infopipe that processes 
data in n serial stages, there are at least 2*(n-1) 
communication stubs. Any change in the data description 
carried over a single link, furthermore, presages a change in 
data marshalling code in two communication interfaces. Of 
course, some of these changes may require only a small 
change, as adding a simple extra integer to be propagated. 
Others may have a moderately more complex requirement, 
such as supporting a dynamic array. Then, there are changes 
which require extensive code writing and testing, as adding 
encryption or reliability code. Finally, systems built in this 
way are not easily portable to new communication protocols, 
computing platforms, or languages, and due to the nature of 
their development, are likely to become brittle over time as 
more features are added and each communication link loses 
coherency with the whole system. 

D. Toolkit 

To address the drawbacks found in RPC, we developed a 
toolkit to describe Infopipes and a tool to implement those 
descriptions. Our approach to making Infopipes language and 
system independent has two parts and parallels the IDL and 
stub generator of RPC.  

With the first part, we define a generic interface for 
infopipe specification which can be compiled into an 
intermediate data format. This functionality is equivalent to 
the RPC IDL. The current version of Infopipe Specification 
Language (ISL) is dubbed Spi. 

The second part is a translator and set of templates, the 
Infopipe Stub Generator or ISG, which consume the 
intermediate format generated by an ISL and produce 
compilable source code in a fashion analogous to an RPC stub 
generator. The stub generator hides the technical difficulties 
of marshalling and unmarshalling data and manipulating 
system-specific mechanisms for property enforcement. By 
adopting this approach we shield the application developer 
from the complexity of heterogeneous operating systems, 
differing hardware platforms, and the translation from 
language-level abstractions to underlying message-based 
implementations. For a more extensive discussion of the 
architecture and implementation of the toolkit, see [10]. 

By adopting this two-part approach we can shield the 
application developer from the complexity of heterogeneous 
operating systems, hardware, and languages by providing a 
uniform high-level abstraction of the information flow 
application. The abstraction then provides two important 
benefits to the programmer: first, a developer can easily move 
to a new underlying implementation as circumstances dictate 
since the abstraction encodes semantics about the application 
and not just implementation code. A second benefit is that the 
programmer can use multiple communication layers and 
connect together pipes written in multiple languages. In fact, 
a single pipe may use different underlying communication 
layers for each incoming or outgoing connection when 
connections to legacy software are involved. For instance, a 
pipe may receive data via a socket as its input, but it may later 
output that data using a second communication protocol such 
as HTTP. This type of situation is actually quite common, as 
the three-tiered architecture common for building web 
applications often uses HTTP for client/web server 
communication, and at least one other protocol (such as SQL 
via JDBC) for communication with backend machines. 

By separating the ISL and the ISG, we achieve, again, an 
additional level of flexibility. Using an intermediate format as 
a connecting element, we can actually use several variant 
ISLs as input for generating an Infopipe. We developed Spi as 
a prototype language for describing Infopipes, and we also 
have developed a prototype graphical editing framework. 
Furthermore, we have the opportunity to incorporate other 
flow-based languages such as Spidle [11] which will allow us 
to provide their capabilities to an Infopipe developer. To 
achieve this logical separation, we decided to create a 
standard intermediate format based on XML (the XIP).  This 
way, the second step (the actual code generation) can be 
developed in parallel to the design and evolution of variant 
Infopipe Specification Languages. Again, more information 
about XIP is available in [10]. 

III.  EXPERIMENTAL EVALUATION  

Research and development for Infopipes have centered on 
the Multi-UAV Open Experimental Platform. In this 
scenario, several Unmanned Aerial Vehicles (UAVs) transmit 
images for analysis by command and control and 
dissemination to other combat units. Communication between 
a UAV source and an image's ultimate destination may 
include one or more wireless connections that may suffer 
from high data loss rates, low-bandwidth, and competition 
from other information flows. With those challenges, 
Infopipes must manage the communication and still deliver 
the information in a consistent and timely fashion. 
Furthermore, when multiple UAVs are involved, the 
Infopipes must provide for the management of multiple 
information streams, too, with respect to one another. Again, 
the Infopipes must satisfy timeliness constraints. 

We executed experiments on the latest stable version of the 
code generator to evaluate the overhead of using Infopipes. 
The hardware used in the experiments is a pair of Dell dual-
CPU workstations with Pentium III (800MHz, 512MB, 
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256KB cache) running RedHat Linux.  The two machines are 
connected through a lightly loaded 100Mb Ethernet and share 
the same file system, and the benchmarks are compiled with 
gcc version 3.1. 

For the first experiment, we evaluated the latency between 
two Infopipes and compared this to the latency between two 
processes communicating via TCP sockets. Second, we 
perform another experiment that compares the data 
throughput between two Infopipes as compared to the data 
throughput of two processes communicating via a standard 
TCP connection. Each experiment was run using three 
different data packets. Small packets were single, 4-byte 
integers. This test stresses the overhead of the system. The 
large packets test involved sending an array of 1000 integers 
which resulted in a large packet size of 4096KB which 
highlights any performance dependencies on data size. 
Finally, the third test was to use a mixed packet which 
contained three different types of data in a 152 byte packet: 
an array of 100 char bytes, 10 4-byte floats, and 3 4-byte 
integers to evaluate how the software handles mixed types of 
data in the same packet. Each number reported is an average 
of 100 trials. 

The first microbenchmark measures the latency 
experienced in microseconds. Note that the Infopipes only 
incur minimal extra latency. For each trial, small packet 
transfer time was the average for 100,000 consecutive 
transmissions. Each trial for the large packet and mixed 
packets was 10,000 consecutive transmissions. Table I 
summarizes the results. 

TABLE I 
LATENCY COMPARISON 

  TCP Sockets 
(µs) 

Infopipe 
(µs) 

Small 62 62

Large 307 314

Mixed 76 78
In the second benchmark, we measure the throughput by 

sending 100,000 small packets and measuring the total time 
or 10,000 large or mixed packets and measuring the total 
time. Again, we see that Infopipes do not incur significant 
overhead when compared to the base socket implementation. 
Table II summarizes the results of our throughput 
comparison. 

TABLE II 
THROUGHPUT COMPARISON 

 TCP Sockets 
(KB/s) 

TCP Sockets (KB/s) 

Small 31.8 32.3
Large 6612 6654
Mixed 978 972

IV.  RELATED WORK 

Remote Procedure Call (RPC) [1] is the basic abstraction 
for client/server software.  By raising the level of abstraction, 
RPC facilitated the programming of distributed client/server 
applications.  For example, RPC automates the marshalling 

and unmarshalling of procedure parameters, a tedious and 
maintenance-heavy process.  Despite its usefulness, RPC 
provides limited support for information flow applications 
such as data streaming, digital libraries, and electronic 
commerce.  To remedy these problems, extensions of RPC 
such as Remote Pipes [6] were proposed to support bulk data 
transfers and sending of incremental results. 

Also, as mentioned earlier, information flow programming 
is common in the UNIX environment when processes are 
combined using UNIX pipes.  

Other projects that emphasize streaming media include 
Spidle [11], and StreamIt [12]. Spidle is a DSL developed by 
at the University of Bordeaux which allows existing libraries 
for processing streaming media to be abstracted in a flexible 
reusable fashion and then provide powerful optimization 
techniques. However, Spidle differs from Infopipes in 
presuming synchronous local communication, as opposed to 
the Infopipe model of distributed asynchronous 
communication. StreamIt, is also a DSL, however, to-date it 
has concentrated on program analysis and development of a 
compiler for the Raw processor. 

V. CURRENT WORK 

One of the important qualities of our code generation 
system is its high degree of flexibility. Because of the 
intermediate format we have chosen for the data packaging 
between the language compiler and the code generator, we 
are able to simultaneously support multiple languages of 
Infopipe implementation (Java, C, C++) and multiple 
communication packages for each language (e.g. for C++ we 
support Berkeley TCP and UDP sockets, in-process 
communication, and Linux inter-process communication, or 
IPC). Communication packages need not be byte-oriented as 
sockets are. For instance, we support a publish-subscribe 
middleware, ECho [13], as a communication layer binding 
for C. The flexibility of the toolkit has also allowed us to 
support several different avenues of simultaneous research 
efforts. 

Currently, we are involved in investigations of new 
technologies for Infopipes. Our work in specialization ([14], 
[15], [16]) shows promise for optimizing connections between 
Infopipes and reducing their resource usage by automatically 
selecting connection code based on the environment in which 
the pipes are currently executing. For instance, pipes do not 
need socket connection code when both are running on the 
same machine. In such a case IPC may be a much better fit 
incurring lower overhead. By removing the socket code, we 
can effectively reduce the footprint of the application with no 
penalty in terms of functionality. Our specialization efforts 
center on language constructions that concisely and clearly 
describe these situations as well as high-performance 
implementations. 

A second area we are investigating is adaptation to meet 
quality of service goals. This effort centers on pipes adjusting 
communication by imposing filters in between sending and 
receiving ends of two connected Infopipes. A filter is most 
easily described as code which reduces the bandwidth 
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necessary for two Infopipes to communicate. A typical 
scenario for this would be two pipes that coordinate the 
installation of image compression code, such as a JPEG or 
GZIP filter, when bandwidth is not available to send 
uncompressed images at the desired rate. Important in this 
effort is codifying when each filter should be applied and in 
what order. For instance, the GZIP filter may be tried first 
because it provides the most information, and the JPEG filter 
would supplant that if network bandwidth dropped further. 
Research on providing these features involves creating 
language definition for quality of service descriptions as well 
as a library of filters. This effort is part of the PCES Multi-
UAV scenario which also includes QoS research projects by 
other groups such as QuO [17] and AQuA [18].   

Our most recent exploration has involved incorporating 
"separation of concerns" concepts from Aspect Oriented 
Programming into the code generator itself. This allows a 
developer to actually modify the generated code in an explicit 
and a controlled fashion at generation time rather than 
"hacking" the generated stubs to achieve some new 
functionality.  Furthermore, our AOP weaver allows aspects 
to compose on top of each other so that developers may build 
a library of aspects for use in common situations. Using our 
AOP weaver in an experiment that required automatic 
coordinated CPU control, we discovered that we could direct 
the generation of over 50% of the final code which otherwise 
would require hand-adapting of the Non-AOP generated 
output. The PCES project also includes AOP experimentation 
in interpreted as well as compiled, stubs or parts of stubs [19]. 

VI.  CONCLUSION 

In this paper, we describe Infopipes and an overview of our 
approach to creating an Infopipes implementation. We then 
present some microbenchmarks that demonstrate that using 
Infopipes does not incur significant overhead over handcoded 
implementations. Also, we explain our current efforts 
regarding research into expanding and updating Infopipe 
capabilities. In all research efforts, we emphasize improving 
the overall quality of the generated code as well as 
standardizing language APIs for Infopipes.  

These experiments show the promise of our 
implementation.  We are moving forward with defining a 
language API for Infopipes, the addition of QoS support and 
the application of program specialization techniques to 
improve the performance of generated code as well as efforts 
concerning AOP. Future plans include collaboration with the 
Compose group of the University of Bordeaux for integration 
of Infopipes with Spidle. 
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